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Risk Identification
	Organization
	Date

	
	

	Risk Source
	Risks
	Comments

	Human - human error, disruption, or failure
	Accidental destruction of data
	

	
	Accidental destruction of software/hardware
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	Human – deliberate human action 
	Destruction of data
	

	
	Destruction of software/hardware
	

	
	Destruction of assets
	

	
	Theft of assets
	

	
	Theft of data
	

	
	
	

	
	
	

	Forces of Nature
	Fire
	

	
	Flood
	

	
	Earthquake
	

	
	Lightning
	

	
	Landslide
	

	
	Tornado
	

	
	Hurricane
	

	
	Tsunami
	

	
	Winter Storm
	

	
	Pandemic
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	Infrastructure Failure
	Power outage or surge
	

	
	Loss of telephone service
	

	
	Water & Sewage
	

	
	Gas
	

	
	Chemical Spill
	

	
	Train Derailment
	

	
	
	

	
	
	

	
	
	

	Technology - software malfunction or other related failure
	Viruses and/or Worms
	

	
	Denial of service
	

	
	Loss of network connectivity
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